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Al TRUST INDEX

The New Era of Anti-Agent Security
HoBas spa aHTU-areHTHOW B6e30nacHOCTHU

Traditional antivirus, firewalls and VPNs were built for malware.
Al agents use legitimate tools, APIs and web ports.
The biggest leaks now come from inside — through invited, over-privileged
autonomous systems.

An independent, measurable standard for trust in Al systems, automation agents,
integrations and the organizations that deploy them.
First implemented and validated on BizDNAi — the platform that lives by its own rules.

ENGLISH VERSION
Starts immediately after this cover — scroll down or use your PDF reader's Bookmarks / Outline
panel (usually left sidebar) for one-click jump to English section

PYCCKASA BEPCUSA
HaynHaeTcsa nocsie aHrIMNCKOM BepCcumn (MpUMepHO CTpaHuLa 6) — NPOKPYTUTE BHU3 UK
ncrnonb3lynTe naHenb Bookmarks / Outline B PDF-puaepe (neBas 6okoBasa naHesnb) oasa 6eicTporo
rnepexona K pycckow Bepcum

Developed by Rashid Kabzhanov ¢ bizdnai.com ¢ kabzhanov@gmail.com
Open-source auditor: github.com/Kabzhanov/ati-audit
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ENGLISH VERSION

What is Al Trust Index?

Al Trust Index is an independent, vendor-neutral standard and scoring system designed specifically
for the age of autonomous Al agents and complex automation. It measures how well an organization
or product understands, manages and communicates risks introduced by Al systems that have real
tool-calling power — access to files, databases, APIs, browsers and messaging platforms.

Unlike traditional security certifications that focus on perimeter controls or known malware
signatures, Al Trust Index evaluates the new attack surfaces that appear when intelligent agents are
given legitimate access to business systems. These surfaces include prompt injection leading to
unintended actions, over-privileged tool permissions, RAG memory leakage across tenants,
multi-agent privilege chains, and covert data exfiltration through standard web protocols that look
completely normal to firewalls and EDR solutions.

Core Components of the Score

 Risk Accounting — Does the organization systematically identify and document risks specific to Al
agents and automation (not just generic IT risks)?

e Al Usage Policy — Are there clear, published rules governing when, how and with what permissions Al
agents may operate on company data and systems?

¢ Legal & Regulatory Compliance — Mapping to ISO/IEC 42001 (Al Management Systems), Kazakhstan
Al Law (disclosure and consent requirements), and Personal Data Law 2026. Includes G13 sub-score for
personal data protection readiness.

* Process Maturity — Are there repeatable processes for agent deployment, permission review, logging
of every decision and tool call, and incident response specific to agentic behavior?

*« Team & Governance — Does the organization have people with explicit responsibility and
competence to govern autonomous systems, or is Al treated as 'just another tool'?

e User & Stakeholder Satisfaction — Measured through transparent communication of Al involvement
and actual user trust in the systems they interact with daily.

Privacy by Design: All assessments are performed inside the client's own environment. Only the final
score, G13 sub-score and high-level justification are published. Raw data, source code, internal
documents and personal information never leave the premises.

Why Traditional Defenses Are No Longer Sufficient

Firewalls, VPNs, antivirus and even modern EDR solutions were designed to detect and block
malicious code trying to enter or operate from outside. Al agents do not arrive as malware. They are
explicitly invited through chat interfaces, APl integrations, RPA tools and custom automation scripts.
Once inside, they use completely legitimate protocols (HTTPS, WebSocket, gRPC, OData, REST) and
appear as normal user or service accounts.

A well-intentioned but poorly isolated Al Sales agent connected to WhatsApp and Bitrix24 can be
manipulated via prompt injection to dump entire customer databases. A 1C integration bot with
broad OData permissions can be instructed to export warehouse data to an attacker-controlled
endpoint — all through 'normal' looking API calls. Traditional tools see nothing unusual because
there is no exploit, no dropped file, no C2 beacon in the classic sense. The agent simply does what it
was given permission to do.
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This is the core shift: we have moved from 'detect bad code' to 'govern autonomous agents that
were given legitimate power'. Al Trust Index is the first independent mechanism to measure and
communicate how well this governance is implemented.

For Users — What You Should Know and Demand

If you use Al assistants, chat-based automation, or any tool that connects an intelligent agent to
your work data (email, CRM, 1C, documents, messengers), you are already inside the new threat
model.

The risk is not that 'someone hacks your computer'. The risk is that the Al agent you or your
company invited has more access and less oversight than you realize. A single over-privileged agent
can read, summarize and transmit sensitive information through channels that look like normal
operation.

Practical questions every user should ask vendors and internal IT:

e Does this Al tool or agent have an independent Al Trust Index score? Can | see the detailed
justification?

* What exactly can this agent read, modify or send? Is there a clear, auditable list of its tool
permissions?

* Where does my data go when the agent 'processes' or 'summarizes' it? Is it logged and can | audit
every decision?

* If the agent is compromised or manipulated (for example through clever prompts), what is the blast
radius?

* Does the vendor publish how they isolate agents between different customers and prevent
cross-tenant data leakage?

You have the right to demand transparency. Al Trust Index exists precisely so that users can make
informed decisions instead of blindly trusting 'we use advanced Al security'.

For Companies — Business, Regulatory and
Reputational Risk

For any organization that deploys Al agents internally or offers Al-powered automation to clients, the
question is no longer 'do we have antivirus and firewall?'. The question is 'how do we prove that our
autonomous systems are trustworthy and contained?'.

Kazakhstan's new Al Law and Personal Data Law (2026) introduce explicit requirements around
disclosure of Al interactions and consent. Non-compliance is not theoretical — it creates real legal
exposure. Beyond regulation, a single high-profile data incident involving an Al agent can destroy
years of trust with customers and partners.

Key business implications:

* Vendor Risk Management — Before connecting any third-party Al agent, automation bot or
integration (especially those touching 1C, Bitrix24, amoCRM, WhatsApp or warehouses), require the
vendor to publish their current Al Trust Index score and report.

 Internal Al Initiatives — Custom agents built by your own teams or contractors must be assessed. 'It
works in testing' is not sufficient when the agent has production data access.

* Investor & Board Reporting — Al Trust Index provides a single, comparable, defensible metric that
can be included in security posture reports, due diligence packages and ESG disclosures.
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* Competitive Differentiation — Companies that can demonstrate high Trust Index scores for their Al
systems gain an advantage when competing for contracts with security-conscious clients and in
regulated industries.

* Incident Preparedness — Organizations with mature agent governance (logged decisions, clear
permission boundaries, rapid containment procedures) recover faster and face lower regulatory
consequences when something goes wrong.

For Developers & Architects — The New Threat
Model

If you build, integrate or operate Al agents, multi-agent systems, RAG pipelines, automation bots or
any LLM-orchestrated workflow that touches real business data or systems, the security paradigm
has fundamentally changed.

The classic application security model (input validation, output encoding, least-privilege database
accounts) is necessary but no longer sufficient. Agents introduce new classes of risk because they
are goal-oriented and tool-augmented. They can be manipulated not only through code
vulnerabilities but through natural language instructions that change their behavior at runtime.

Critical areas the Al Trust Index evaluates for developer teams:

* Excessive Agency — Does the agent have more tools and permissions than strictly required for its
stated purpose? Can it read entire file systems, execute arbitrary commands, or access production
databases when it only needs to answer questions about one module?

e Prompt & Tool Injection Surface — Are user-controlled inputs (chat messages, emails, documents fed
into RAG) properly isolated from tool-calling logic? Can a malicious or cleverly crafted prompt cause
the agent to exfiltrate data or perform unauthorized actions?

* Observability & Auditability — Is every prompt, tool call, argument, result and final decision logged in
a tamper-evident way? Can you reconstruct exactly why an agent took a particular action six months
later?

e Multi-Agent & Multi-Tenant Isolation — In swarm architectures (orchestrator + specialized agents),
are there hard boundaries preventing one agent from escalating privileges or accessing another
tenant's memory/RAG context?

e Supply Chain for Agents — Are you using third-party agent frameworks, custom runtimes or
fine-tuned models? How do you verify they do not contain backdoors or unintended capabilities?

¢ Runtime Containment — Are agents executed in properly sandboxed environments (seccomp,
AppArmor, gVisor, Firecracker, strict network policies) or do they run with broad host access 'because
it was easier to develop'?
Al Trust Index gives development teams a structured, independent way to communicate the security
posture of their agentic systems to clients, investors and regulators — moving beyond vague claims
of 'we take security seriously'.

The New Era: From Antivirus to Anti-Agent
Governance

We are witnessing a fundamental transition in defensive security. The previous generation focused
on detecting and blocking malicious artifacts (files, processes, network indicators). The next

generation must govern autonomous, goal-driven systems that were explicitly authorized to act on
behalf of users and organizations.
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This does not mean traditional defenses become irrelevant. It means they are now only the first
layer. A second, equally critical layer is required: continuous trust assessment and behavioral
governance of Al agents.

Al Trust Index is designed to be that second layer. It provides the missing 'credit score' for Al
systems and the companies that build and operate them. Just as financial markets rely on
independent credit ratings to allocate capital efficiently, the emerging agentic economy will need
independent trust scores to allocate access to sensitive data and critical systems.

The organizations that understand this shift early — and can demonstrate high Trust Index scores for
their Al initiatives — will have a decisive advantage in winning trust from customers, partners,
regulators and investors.

Next Steps

To request an Al Trust Index assessment for your product, platform or internal Al systems, to
integrate the scoring methodology into your development lifecycle, or to collaborate on the
evolution of the standard:

* Email: kabzhanov@gmail.com

e Chat on the platform: bizdnai.com (bottom-right assistant)

e Open-source auditor tools: github.com/Kabzhanov/ati-audit

e Full platform: bizdnai.com — multi-agent business automation that already operates under Al Trust
Index rules

We do not just publish scores. We help organizations build the next generation of
trustworthy, governable agentic systems.
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PYCCKAS{A BEPCUA

Y10 Takoe Al Trust Index?

Al Trust Index — 3TO He3aBUCUMbIA, BEHOOPOHENTPaAsIbHbIM CTaHOAPT W CUCTEMA CKOPUHra,
co3faHHaa cneumanbHO OJ19 3MOXM aBTOHOMHbIX WW-areHTOB M CnoXHo aBToMaTu3auunm. OH
n3MepsieT, HACKOJIbKO XOPOLLO OpraHm3auns nin NnpoaykKT NOHUMaeT, ynpasaseT n KOMMYHULUUpyeT
PUCKK, KOTOpble BO3HUKAIOT, Korga MN-cuctembl nosyvatoT peasbHyto BnacTb Yyepes tool-calling —
0OCTyn K channam, 6aszam gaHHbIX, APl, bpay3epaM n mecceHa)xepam.

B oT/inymMe oOT Kaccumyeckmx cepTudmkaToB 6e30MacHOCTU, KOTopbie (OKYCUMPYHOTCA Ha
MepuMeTPOBbIX KOHTPOAAX WAW W3BECTHbIX CUrHaTypax BpepoHocHoro T[10, Al Trust Index
OLEeHMBaeT HOBble MOBEPXHOCTWU aTak, MOABAAKOWMECH NPU NPefoCTaBAeHUN UHTENNEeKTYasIbHbIM
areHTam NerMTUMHOro AocTyna K bnsHec-cuctemam. 3TU NOBEPXHOCTM BKJOYAlOT prompt injection,
npmBOOAWNA K HenpegHaMepeHHbIM OeNCTBUSAM, Ype3MepHble npaBa WHCTpyMeHToB (tool
permissions), yTedykm namatu RAG mMexay TeHaHTamu, uenoyvyku npusmnerun B multi-agent
cucTteMax u ckpbITbii exfil OaHHbIX 4Yepe3 cTaHAapTHble BeO-MPOTOKOJbI, KOTOpble BbIFNAAAT
coBepLueHHOo HopManbHO ans firewall n EDR.

OCHOBHbI€ KOMMNOHEHTbI CKOpa

¢ YY4ET puckoB — CCTEMATUYECKWN NN OpPraHn3aUns BbiSBASET U LOKYMEHTUPYET PUCKN,
cneyndunyHble MMeHHo ans NN-areHToB 1 aBToMaTM3auum (a He Tonbko obwme IT-pnckn)?

e MonnTuka ncnosnbsosaHua N — CyliecTByloT 1M Y€TKMe, onybINKOBaHHbIE NpaBuna,
onpepensowme, Koraa, kak n ¢ kakumm npasamm U-areHTbl MoryT paboTaTb C AaHHBIMU U
cucTteMaMm KoMnaHum?

* lOpnaunyeckoe n perynatopHoe cootseTcTBme — CooTBeTcTBMeE ISO/IEC 42001 (cnctemsl
MeHepxMeHTa M), 3akoHy PK 06 N (TpeboBaHuns disclosure n consent), 3akoHy 0 NepCcoHasibHbIX
OaHHbIX 2026. BkatovaeT cyb-ckop G13 Mo roTOBHOCTU 3alLUTbl MEPCOHAJIbHbIX AaHHbIX.

e 3penocTb npoueccos — EcTb nn repeatable-npouecchl Ana nennos areHToB, review npas,
JlornpoBaHnsa Kakaoro peweHns n tool call, a Takxe incident response, cneundunyHoro gns
areHTHoro rnosefeHns?

* KomaHga n governance — ECTb /in B OpraHmM3aunm Jioan ¢ sBHON OTBETCTBEHHOCTbIO U
KommneTeHuMen ynpasasTb aBTOHOMHbIMU cucteMamu, nnm NN BocnpuHnMaeTcs Kak «nNpocTo eLé
OOWNH UHCTPYMEHT»?

* YN0BNEeTBOPEHHOCTb Nosib30BaTesie U CTenkxongepos — M3MepsaeTcsa Yyepes nNpo3payHyto
KOMMYHWUKaLUno BOBNe4YEHHOCTU N n peanbHoe AoBepue nosb3oBaTesiel K CucteMam, C KOTopbIMU
OHW B3aUMOAENCTBYIOT eXeOHEBHO.

Privacy by Design: Bce oueHKu NpoBoAATCA B COBCTBEHHOM OKpYy>XXeHUn KameHTa. MNybnnkyroTcs
TONIbKO pnHaNbHbIN CKOp, cyb-ckop G13 1 BbiICOKOypoBHeBOe obocHoBaHMe. IcxooHbIN KOA, Cbipble
AaHHble, BHYTPEHHWE AOKYMEHTbl 1 NepcoHajsibHasa NHpOpMaLmsa HAKOrga He NOKUAAT nepumeTp
KJIMEeHTa.

NoueMy KJlaccuyeckue cpencTBa 3aluuThbl 6onbLue He
OOCTaTOUHbI

Firewall, VPN, aHTuBMpYyCbl N Oa)xe coBpeMeHHble EDR-cucTemMbl co3maBannck ans obHapy>XeHus un
6/T0KMPOBKM BPEAOHOCHOr0 KOAa, MbITAlOWeErocs MPOHUKHYTb W3BHE wWAM paboTaTb WU3HYTPW.
NN-areHTbl He npuxodaT B BuAe malware. Mx $BHO npuriawalT 4epe3 YaT-UHTepdenchl,
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APl-uHTerpauun, RPA-MHCTPYMEHTbI N KaCTOMHble CKPUNTbl aBToOMaTu3aunn. Okas3aBLWNCb BHYTPH,
OHW MCMNOJIb3YIOT MOJIHOCTbIO NlernTuMHble npoTokonabl (HTTPS, WebSocket, gRPC, OData, REST) wu
BbIFNAAAT Kak 0ObI4YHbIE MOJIb30BaTE/IbCKNE NN CEPBUCHbLIE aKKayHTHI.

XOpOLLO HaMepPEeHHbIN, HO MJI0X0 M30aMpoBaHHbIN N-areHT npofak, noakato4éHHbin K WhatsApp n
Bitrix24, moxxeT 6bITb MaHMUNyMpoBaH Yepe3 prompt injection n BbIrpy3nTb BCO 6a3y KJINEHTOB.
NHTerpaunoHHein 60T 1C ¢ wwupokuMm npaBamum OData MoxxeT OblITb MPOUHCTPYKTUPOBaH
3KCMOPTMPOBaTb [aHHble CKiada Ha KOHTPOJIMPYEMbI aTakylowmMM 3SHAMNOMHT — BCE Yepes
«00bl4YHbIe» API-BbI30Bbl. Knaccuyeckme WHCTPYMEHTbl HMYero He BUAAT, MOTOMY 4YTO HeT
3KCMJIONTa, HET APONHYTOro arna, HeT knaccnyeckoro C2-6mkoHa. AreHT NpocTo AenaeT TOo, Ha
4YTO eMy Aasiv npasa.

DTO KJIIOYEBOW CABUM: Mbl MEpeLn 0T «0BHapyXNBaTb MJIOXON KOA» K «YMPaBAsiTb aBTOHOMHbIMM
areHTamMu, KOTOPbLIM [aJiv NermTUMHYI0 BNnacTb». Al Trust Index — nepBbIi HE3aBUCUMbIN MEXAHU3M,
KOTOpPbIV N3MEPSET N KOMMYHULIMPYET, HAaCKOJIbKO XOPOLLO 3TO yrpaBJieHNe peasiM30BaHo.

Ona nonb3oBaTesien — YTO HY)KHO 3HATb U TpeboBaTb

Ecnn Bbl ncnonbsyete NMN-aCcCNCTEHTOB, YaT-aBTOMaTM3auMl0 MM 106ON MHCTPYMEHT, KOTOPLIN
MOOKJOYaeT UHTEJIEKTYasIbHOro areHTa K Bawmm paboynm gaHHeiM (moyvta, CRM, 1C, LOKYMEHTHI,
MeCCeHOXXepbl) — Bbl YK€ HaxoanTecb BHYTpu HoBoun threat model.

Pnck He B TOM, 4TO «KTO-TO B3JIOMaeT Ball KoMMbloTep». Puck B TOM, 4TO UW-areHT, KOTOpPOro
npuraacuan Bbl WM Balla KOMMaHMA, mmeeT 6osblue [OCTyna U MeHble oversight, 4em Bbl
oymaete. OpauH over-privileged areHT MoOXeT 4uTaTb, CyMMUpoOBaTb W NepenaBaTb
KOH(UAEHLUMaNbHY0 MHHOPMALUIO Yepes KaHaslbl, KOTOpble BbIFAAAT Kak HopMasibHasa paboTa.

NMpakTuyeckue BOMNpocChl, KOTOpbie Ka>ka,blA NoJib30BaTeJib A0JIKEeH
3apaBaTb BeHAoOpaM U BHyYTpeHHemMmy IT:
e EcTb in y aToro NA-nHcTpymeHTa nnm areHTa Hesasucmmblin Al Trust Index score? Mory nm s
yBUOETb AeTasnbHoe 060CHOBaHME?

* YTO MMEHHO 3TOT areHT MOXeT YNTATb, NBMEHATb NN OTI'IpaBJ'IFITb? EcTb nn l-IéTKI/IIﬁ,
ayanTupyembin CnMcok ero tool permissions?

* Kyna yxoasiT MOu AaHHble, KOrfa areHT ux «obpabaTtbiBaeT» UM «cymmupyeT»? JlormpyeTcs v 3To
N MOTY NN 51 QyAUTUTb Ka)kKAoe pelleHmne?

e Ecin areHTa CKOMNPOMETUPYIOT WIN MaHUNYNPYIOT (HanpuMmep, Yepes yMesio COCTaBJ/IEHHbIN
MPOMMT), KAKOB paaunyc rnopa xeHus?

e My6nnkyeT N1 BEHOOP, Kak OH M30JMPYET areHTOB pa3HbIX KJIMEHTOB 1 NpefoTBpallaeT
cross-tenant yTe4ykun gaHHbIX?

Bbl nMeeTe npaBo TpeboBaTb Npo3pavyHocTu. Al Trust Index cywecTByeT MMEHHO O/ TOro, 4Tobbl
rnosb3oBaTesin MOrv MNPUHUMaTb UH(POPMUPOBAHHbIE PELLUeHNs, a He CJierno O0BepATb pase «y
Hac npoaBuHyTasa MN-6e3onacHOCTb».

Ona KoMnaHMn — BusHec-, perynsaTopHblie u
penyTauuoHHbIe PUCKHU

Ona nwobon opraHusaumn, KoTopas passepTbiBaeT WW-areHToB BHYTPW WAW npegnaraet
NN-aBTOMaTM3aUNIO KJIMEHTaM, BOMPOC y)Xe He «eCTb JIn y Hac aHTuBupyc u firewall?». Bonpoc:

«KaK Mbl [OOKa)K€M, 4YTO HalM aBTOHOMHbIE CUCTEMbl LOCTOWHbI AOBEPUS U HaxoOAaTCs Mnon
KOHTPONIEM? »,
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HoBbin 3akoH PK 06 NN n 3akoH 0 nepcoHasbHbIX AaHHbIX (2026) BBOAAT sABHble TpeboBaHUsS Mo
disclosure B3aumopencTemn ¢ WA n nonyveHuto cornacms. HecooTBeTCTBME — He TeopeTmUyecKas
yrpo3sa, a peasibHas lopuanyeckas 3KCrno3numnsa. NoMnmMo peryasTopuku, OANH rPOMKUA MHUNAEHT C
yTe4yKon AaHHbIX Yepes3 N-areHTa MOXeT YHUYTOXUTbL rofbl L0Bepus KJIMEHTOB U NapTHEPOB.

KnioudeBble 6M3HeC-MMnJ'IMKaU,MM:

e YnpaBieHne puckamum seHaopos — Mepep noaknoyeHnem noboro ctopoHHero W-areHTa, 6oTa
aBTOMaTM3aUUM U nHTerpaunmn (ocobeHHo kacatwwmxcs 1C, Bitrix24, amoCRM, WhatsApp nnu
CknagoB) TpebynTe oT BeHOOopa nybnmkaunm akTyanbHoro Al Trust Index score 1 oT4yéTa.

e BHyTpeHHUue NN-nHnumaTtmebl — KaCcTOMHbIe areHThbl, pa3paboTaHHble BalMMM KOMaH4aMn nan
noApsAYMKamMm, LOJKHbI MPOXOANTb OLEHKY. «B TecTe paboTaeT» He[OCTAaTOYHO, KOrAa areHT umeeT
nocTtyn K production-gaHHbIM.

* OTYETHOCTb MHBECTOpPaM 1 coBeTy ampekTopoB — Al Trust Index 0aéT eouHbIN, COMOCTAaBUMBbIN,
3aWMLLLaEMbIA METPUKY, KOTOPYHO MOXKHO BKJIlOYaTb B OTHETHI Mo security posture, due diligence
nakeTbl 1 ESG-anMckKIo3ypbl.

* KOHKYpPEHTHOE NMpenMyLLecTBo — KoMnaHum, KoTopble MOryT NPOAEeMOHCTPUPOBATL BbiCOKMe Trust
Index scores gns ceoux U-cuctem, nosyyatoT NpenmMyLLecTBO Npu TeHAaepax C KIMeHTamu,
YyBCTBUTEJIbHbIMMK K 6H€30MaCcHOCTU, U B PEryJINPYEMbIX OTPACISX.

e [OTOBHOCTb K nHUMAgeHTaM — OpraHun3auynm co 3penbiM agent governance (J1lormpoBaHMe peLleHuni,
YETKMe rpaHunubl NpaB, bbiCTpble Npoueaypbl containment) 6bicTpee BOCCTaHABANBAOTCA U HECYT
MeHbLlUne perynaTopHble NoCaenCcTBMA NpU NHUNOEHTAX.

Ona pa3paboTynkos u apxutekrtopos — Hosas threat
model

Ecnun Bbl pa3pabaTbiBaeTe, MHTErpupyeTe uam skcnayatmpyete N-areHToB, multi-agent cuctemsl,
RAG-nannnanHbl, 60Tbl aBTOMaTM3auum mnm nwobble LLM-opkecTpupoBaHHble workflow, kKoTopble
KacalTca peasbHbiXx Ou3Hec-gaHHbIX UM cucTem — mapaaurmMa 6e30nacHOCTU KapAWHalIbHO
N3MeHuIach.

Knaccuyeckas mopmenb application security (Banmpaumsa BBogna, output encoding, least-privilege
akkayHTbl B B[l) Heobxoauma, HO y)Xe HepoCcTaTovHa. AreHTbl BBOAST HOBble KJIaCCbl PUCKOB,
MoToMy 4TO OHM goal-oriented n tool-augmented. X MOXXHO MaHUNyANPOBaTb He TOJILKO Yepes
yA3BUMOCTW KOAda, HO 1N HYepe3 MHCTPYKUWNN Ha eCTeECTBEHHOM A3blKe, KOTOPbIE MEHAIKOT NoBedeHNE B
runtime.

Kputnueckue obnactu, koropoie Al Trust Index oueHmBaeT y KOMaHpg,
pa3paboTku:

* Excessive Agency (4pe3mepHas areHTHoCTb) — ECTb in y areHTa 6onblue MHCTPYMEHTOB U NpaB,
4yeM CTPOoro HeobxoAMMOo AJia 3asBEeHHO Lenn? MoXKeT i OH YMTaTb BClO DaiJIoBYIO0 CUCTEMY,
BbIMNOJIHATHL MPOU3BOJIbHbIE KOMaHAbl UK 0bpalaTbcs K production-B[, Koraa emMy Hy>XHO TOJIbKO
0TBeYaTb Ha BOMPOCHLI MO OAHOMY MOAYJ0?

 MoBepxHoCTb prompt & tool injection — MpaBWAbHO M N30JINPOBAHbI KOHTPOJINPYEMbIE
rnoJsib3oBaTesieM BBOAbI (CO0bLLEHNSA B YaTe, NMCbMa, AOKYMeHTbl B RAG) oT noruku tool-calling?
Mo>keT N1 BPeAoHOCHbIA UM YMEesI0 COCTaB/IeHHbI NPOMNT 3aCTaBUTb areHTa exfiltrate gaHHble nnn
BbIMOJIHNTb HECAHKLMOHNPOBaHHbIE A4eNCTBUA?

e Observability & Auditability — JlorupyeTtcsa nn kaxxabin npomnT, tool call, aprymeHT, pe3synbTaT 1
¢hnHanbHoe pelleHne tamper-evident cnocob6omM? MoXxxHO NI Yepes Noaroga TO4HO
PEKOHCTPYMpPOBaTh, MOYEeMY areHT NPUHSAA TO U UHOEe pelueHne?

e N3onauma B multi-agent n multi-tenant — B apxuTekTypax pos (opkecTpaTop +
cneumnanM3npoBaHHbIe areHThbl) CyLLEeCTBYIOT NN XXECTKME rpaHuLbl, MpefoTBpaLlaloL e 3ckaiauunto
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NMPUBUIErNA OOHOI0 areHTa uan AocTyn K NamMsaTu/RAG-KOHTEKCTY APYroro TeHaHTa?

e Supply chain gns areHToB — Wcnonb3yeTe n Bbl CTOPOHHME agent frameworks, KacTOMHbIe runtime
nnn fine-tuned mopnenun? Kak Bbl BepucunumnpyeTte, 4To B HUX HeT backdoors nnm unintended
capabilities?

¢ Runtime containment — BbINOSHAIOTCA X areHThl B MpaBuJibHO sandboxed okpy>xeHuax (seccomp,
AppArmor, gVisor, Firecracker, ctporne network policies) nnn paboTatoT C LULMPOKUM LOCTYMOM K XOCTY
«MOTOMY 4TO Tak 6bI10 Npole pa3pabaTbiBaTbh»?

Al Trust Index pnaéT KoMaHOaM pa3paboTKM CTPYKTYPUPOBAHHbLINA, He3aBUCUMbIA Crocob
KOMMYHULIMPOBATb Security posture CBOMX areHTHbIX CUCTEM KJWEHTaM, WHBecTopaM W
perynstopaMm — BbIXOAS 33 pPaMKW pacn/biBY4aTbIX 3aABJAEHUN «Mbl CEPbE3IHO OTHOCUMCA K
6e30MacHOCTU».

HoBas dPpa: OT aHTUBUPYCa K governance aBTOHOMHDbIX
alreHToB

Mbl Habnopaem dyHOaMeHTanbHbI nepexon B defensive security. lMpegbigyuwee nokoneHune
hokycmpoBasnocb Ha 0bHapy>XeHun n 6710KMpPOBKE BPEOOHOCHbIX apTedakToB (ansbl, NpoLecchl,
ceTeBble MHAMKaTOpbl). Cneayoliee MOKOJIEHME LOJ/DKHO YyMNpaBisiTb aBTOHOMHbIMK, goal-driven
cucTemMaMu, KOTOpbIM SABHO Jasin MOJSIHOMOYUA [eWCTBOBaTb OT WMEHW Mojb3oBaTenern u
opraHusauunin.

3TO He 03Ha4YaeT, YTO TPaAULMOHHbIE CPeACTBa 3aWMWTbl TEPAIOT aKTyaslbHOCTb. DTO O3Ha4YaeT, 4YTo
OHW Tenepb TOJIbKO MNepBbIN C/Ion. TpebyeTcs BTOPOW, HE MeHee KPUTUYHbIA CNOW: HernpepbiBHas
oueHKa fnosepus 1 noeepeH4yeckoe ynpassieHne UAN-areHtamn.

Al Trust Index co3maH WMMEHHO Kak 3TOT BTopon csion. OH npegocTaBAsAeT HefoCTalwun
«KPeAUTHbIN CKOpUHr» ansa WA-cuctem n KoMNaHu, KOTopble UX CO34al0T U 3KCIIyaTupytoT. Kak
(hbMHaAHCOBbIE PbLIHKM MNONAaralTCA Ha He3aBUCUMblE KpeaUTHble PEenTUHIKM 018 d3PPEKTUBHOIO
pacnpeneneHuss KanuTana, Tak U (GOpMUPYHOLLAACA areHTHass 3KOHOMUKa OyneT HyxAaTbCs B
He3aBUCUMbIX CKOpax nfoBepus LS NpenoctaBsieHUs O0CTyrna K YyBCTBUTEJIbHbIM OaHHbIM U
KPUTNYHBLIM CUCTEMaM.

OpraHusaumun, KoTopble NOMMYT 3TOT CABUM NEPBbIMA — U CMOTYT AEMOHCTPUPOBAThL BblCOKMe Trust
Index scores gns csoumx WW-nHMumaTue — monay4vaT pellarowee npenmMmyLlecTsO B 3aBOEBaHUU
[0Bepus KJIMEHTOB, MapTHEPOB, PerysisTOPOB N MHBECTOPOB.

Cnepyowume wiarum

YT106bl 3anpocuTb oueHKy Al Trust Index pns Bawero nNpogykTa, MAaTOOPMbl UAN BHYTPEHHUX
NN-cuctem, WHTErpupoBaTb METOLOJIOTMI0O CKOPUMHIa B XXU3HEHHbIN UMK pa3paboTky umam
rnoy4yacTBOBaTb B pa3BUTUN CTaHOapTa:

¢ Email: kabzhanov@gmail.com

* YaT Ha nnaTdopme: bizdnai.com (aCCMCTEHT B NPaBOM HVKXHEM yriy)

¢ Open-source MHCTPYMeHTbI ayauTopa: github.com/Kabzhanov/ati-audit

e NMonHasa nnatgopmMa: bizdnai.com — multi-agent aBTomMaTM3aumsa busHeca, koTopas y>xe paboTaeTt
rno npasunam Al Trust Index

MblI He npocTo ny6nuKyeM ckopbl. Mbl NnOMOraem opraHusauuMaMm CTPOUTb craeayioLlee
NnoKoJieHue J,0CTOMHbIX AoBepusa U ynpaBsisidseMbiX areHTHbIX CUCTEM.
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